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1. Competitive Advantages 

The Action₀NET is a SCADA (Supervisory Control and Data Acquisition) software, generic, for the 
application in Systems of Supervision and Control of Processes. It was developed by Spin Engenharia de 
Automação Ltda., running in Windows environment (7, 10, 2003 Server, 2008 Server, etc.) and having the 
following main competitive advantages: 

 Evolution: it is the most modern SCADA software, oriented to electrical applications (GTD), sanitation 
and building markets. It runs in native 64-bit environments, ensuring process reliability and greater 
efficiency in the use of graphics-intensive applications such as SCADA solutions. 

Acesses

 

Figure 1 - Multiserver Architecture 

 Multiserver Achitechture: Action₀NET supports multiserver architecture. As an example, in this figure 
there are three pairs of dual hot-standby servers: S1, S2 and S3. Each pair of servers communicates 
with the field through their protocols, and through the red line it is shown that the server S1 is also 
client of the servers S2 and S3, that is, the Action₀NET has a protocol between servers that allows 
any pair to be of one or more pairs of other servers. In the exemplified case, the pair S1 sees and 
commands all its field variables and the S2 and S3 servers. Its viewers (V1 and V2) will have access 
to all data read from the three servers (S1, S2 and S3). The other servers (S2 and S3), in this example, 
only have access to the variables read by their respective servers. 

A 4th server (S4) could be placed to synchronize with the other three (S1, S2 and S3) and read nothing 
from the field. This architecture allows distributing the processing of the communication channels, in 
case there is a lot of processing, such as an Operation Center that communicates with hundreds of 
sites (power plants, substations, pole keys, etc.). 

 Dot NET Enviroment: because it is fully Dot NET it can, for example, run in a MONO environment, 
which implements the Dot NET framework in Linux, Unix, BSD, MAC OS X and Solaris environments. 
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Raspberry PI hardware supports the Mono environment and therefore can be used 
for embedded Action₀NET solutions. 

Action₀NET also supports the import of any Dot NET libraries into your engineering 
environment. 

 Cooperative development: it supports the 
cooperative development, with several users editing 
the same application in different computers, in 
parallel, and one user opening two or more 
applications in parallel, in the same computer. 

 Cloud Computing: enables development in three 
distinct environments, in the cloud, on a local 
network, or on a user's computer. When used in the 
cloud or on the local network does not require 
installation on the user's computer. In this case, just 
a shortcut to the server where the SCADA is in the 
cloud or on the local network. 

When installed in the cloud, different users access different accounts, and the same group of users 
can share the same account in the cloud.                                                                                                            

 Lean Automation: with the Lean Automation methodology, developed by Spin and available in 
Action₀NET, it is possible to configure complex automation applications for substations, power plants 
and wind farms in a few minutes, guaranteeing the quality and absence of errors in parameterization. 

 Single project file: a single file with "tproj" or "trun" extension contains all SCADA parameters, i.e. 
screens, reports, scripts, etc. This file has version control, allowing a new version to be deployed by 
changing itself, as well as returning the previous version by removing itself. The project can be 
protected (read only), ensuring that no one can change the current version in the production 
environment. 

 Native relational database: history and alarm files are stored in a relational database, and SCADA 
comes with a native SQL Express type database in any version. Larger applications will require the 
use of market relational database (SQL Server, Oracle, etc.). 

 Powerful alarm tool: alarm groups are defined, with all associated behavioral functions, such as the 
shape of the alarm line, the color according to its state (in alarm waiting for recognition, in 
acknowledged alarm, etc.), the columns that describe the alarm as time in millisecond, recognition 
column, descriptive/speech text, variable status/value, etc. 

There is the possibility of creating alarm areas in which you can allocate the items of alarms. These 
logical areas are defined at the project level, also supporting subareas, allowing the configuration of 
hierarchically arranged logical groupings. The facility is for the group treatment of alarms in the same 
area. You can then get information on how many alarms are active or recognized in an area or subarea. 
You can enable or disable all alarms in an area (including its subareas) or subareas only.  

 Compiled scripts: scripts are compiled, being 20 to 100 times faster than interpreted scripts. They 
also have powerful debugging tools. 

 Distributed Processing: SCADA is composed of several processes that are executed in parallel, with 
connection through "IP/#Port" being able to distribute the processing between different computers. 
Thus, for example, the communication server may run on one computer, the HMI server on another, 
etc. 

Figure 2 – Desktop Selection 

https://www.youtube.com/watch?v=sZomummeQ6Q
https://www.youtube.com/watch?v=ALphwz1wBMI
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 During development it is possible to activate only a few 
modules of the application, as shown in the figure 3, 
where the Devices and Reports modules are inactive 
during a test. 

The shutdown button disables all triggered processes 
and the watch and trace buttons enable/disable debug 
windows in real time.                                

 Native Hot-Standby: simply declare in the parameter 
windows that the IP/Port of the main server and also 
standby for all the process to adapt to hot-standby 
environment in which, in the absence of the main server, 
client processes automatically redirect Communication 
to the server. 

 Dozens of rich, iOS, RDP, HTML5 and read-only clients: Action₀NET supports several types of 
concurrent HMI clients, which is one of its differentials when compared to other SCADA clients, which 
is to support dozens of different clients (operators, maintenance technicians, Managers, etc.) 
depending on the type of application. Access through tablets and smartphones can be done through 
the RDP (Remote desktop protocol) or HTML5 screens or through the iOS application, available in the 
Apple application library (Action₀NET Client). 

 Powerful screen editing tools: Action₀NET has a powerful screen-editing tool that provides dozens of 
already-made symbol libraries to the client, as well as allowing the development of new libraries 
from existing libraries or by creating new Symbols. Figure 4 shows a library of spans associated with 
a concessionaire, where each type of span is already parameterized following the culture of the 
concessionaire. 

 

Figure 4 - Library of symbols with objects going from a distribution company 

 Symbol Factory Library: the Symbol Factory library 
(http://www.softwaretoolbox.com/symbolfactorynet/) for Dot NET is provided free of charge 
along with the screen editing tool. This library provides over 3,600 animated vector objects for 
use in SCADA screen editing. These objects can be used directly in the project or used as the 
basis for creating new objects. 

Figure 3 - TStartup window with Runtime 
component modules 

http://www.softwaretoolbox.com/symbolfactorynet/
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Figure 5 - Symbols Factory Library with more than 3,600 process figures 

 Three-dimensional screens: Action₀NET allows the creation of three-dimensional screens with 
animated symbols such as disconnectors, circuit breakers, etc. 

 Reports for the electrical sector ready: when starting a project the user uses a default application 
where the basic reports for electrical sector applications are ready. Thus, reports of current 
alarms, day events, operation log, real-time or historical trend, query to historical events, query 
to application tags are already ready and allow the use of several filters. 

 Compilation of the custom application: it is possible to compile the application with all alerts and 
parameterization errors informed, generating cross-tables of all objects used, identifying their 
place of use (screens, scripts, alarms, etc.), table of objects used with frequency of use and table 
of declared and unused symbols. Each compilation receives an increasing number and the date 
and responsible user is indicated. 

 Run in test mode: it is possible to run an application in test mode, not changing the user's 
historical and alarm files. 

 Application localization: the software has language dictionaries, allowing the same application 
to be displayed in different languages by changing, for example a single symbol identifies the flag 
associated with the language. 

 Security associated with user types: user profiles are created with levels of access to each 
functionality of the software and the parameterized application. Users are associated with these 
profiles allowing the deployment of security levels both during the configuration of the 
application and during its execution, in real time. In addition, the software allows you to track 
user access at all levels. 

 Extensions Library: this library contains routines developed in the Dot NET framework, to import 
and/or export data at design time. So, for example, there is a routine that allows you to import 
projects or components of projects developed in other Action₀NET applications into the current 
project. 

 If the client systematically wants to import data from another application such as an OPC server, 
an IEC 61850 server, a project configured in ActionView SCADA, an OsiSoft PI database, etc. or 
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import a spreadsheet from a configuration file of a PLC widely used by your company, the 
extensions library is the correct way to systematize this import 
and/or export data. 

 Figure 6 shows some Extensions already developed by Spin or 
by partner companies: 

o ActionView: imports the tags and templates of a 
project developed in SCADA ActionView (original Spin 
SCADA software) for Action₀NET; 

o Deploy: using templates and category generates, at 
design time, Tags, Alarms, I/O and Lean Automation; 

o Controllogix: creates templates, tag names and I/O 
points from ControlLogix's L5K file; 

o OPC: creates templates, tag names and I/O points 
from an OPC server; 

o IEC61850: creates templates, tag names and I/O 
Points from SCL file or IED 61850; 

o PI: allows you to import PI structures into an 
Action₀NET project. 

o Project: allows you to import projects or parts of Action₀NET projects. 

 

2. Action₀NET SCADA Specification 

The text below can be used as the basis for specifying a SCADA with the features of Action₀NET. 

2.1 Software SCADA 

The software to be acquired must be a generic Supervisory Control and Data Acquisition (SCADA) for the 
application in Supervision and Process Control Systems. It should run in Windows environment (7, 10, 
2003 Server, 2008 Server, 2012 Server, etc.) and should have the following characteristics: 

 As shown in figure 1, it must support the multiserver architecture in which the processing is 
distributed among several pairs operating in dual hot-standby. Each pair will acquire and control data 
from a certain grouping of points, which in this case may be one or more regional (composed of 
substation grouping) or grouping of pole/recloser keys, etc. Each server pair can map data from other 
server pairs, and in this case, its HMI client stations will have access to all mapped multiservers on 
this server pair. Likewise, it should be possible to create a new pair (or even a stand-alone server) 
that will map data from all existing pairs of servers. 

 It should run in 64-bit native environment, guaranteeing the reliability of the processes and the 
greater efficiency in the use of applications that use graphic resources, as is the trend of SCADA 
solutions. 

 Preferably it must run in native Dot NET environment, allowing the import of any Dot NET component 
to the SCADA development environment. 

 It must support the cooperative development, with several users editing the same application in 
parallel, just as a user can open two or more applications on the same machine. 

Figure 6 - Extensions 
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 The engineering module (development of new applications) should support three distinct 
environments: running on the local machine, in a local network with multiple users accessing the 
same engineering module or in the cloud. When using the cloud or the local network, it is not 
necessary to install the application on machines other than the server where the engineering module 
is, a shortcut to the server is enough. 

 The software must support a library of electrical objects customized for the company culture, 
including objects of the line type, transformer span, feeder span, capacitor bank span, etc. The 
software must have a library of pre-ready display objects that can be used to create new object 
libraries. 

 The software should support the control of versions of project files, allowing to move to a new version 
of the project as well as to return to an earlier version with the simple change of the project file. 
Project files must have change/exclude protection to ensure that only authorized technicians change 
the SCADA server application. 

 The software must have a native relational database, as well as allow the use of market relational 
databases such as Microsoft SQL Server, Oracle and other relational databases. 

 The software must have visualization objects that allow the creation of alarm reports, events, 
historical data, etc. These objects shall allow actions to recognize alarms, individually or in groups, 
alteration of the color of the alarm according to its priority and its status (in alarm not acknowledged, 
in acknowledged alarm, etc.). 

 It should be possible to create alarm areas in which the items of Alarms can be allocated. These 
logical areas will be defined at the project level, also supporting subareas, allowing the configuration 
of hierarchically arranged logical groupings. The facility is for the group treatment of alarms in the 
same area. You can then get information on how many alarms are active or recognized in an area or 
subarea. You can enable or disable all alarms in an area (including its subareas) or subareas only. 

 It must support compiled Scripts. 

 It should allow debugging of scripts, with step-by-step execution, execution of routines, creation of 
break points, etc. 

 It should have the native Hot-Standby functionality, simply state in the parameterization windows 
the IP/Port of the main server and the backup so that all processes fit the hot-standby environment 
where, in the absence of the main server, the processes automatically Clients redirect their 
communication to the reservation server. 

 It must support dozens of concurrent viewing client stations running in Windows, Apple and Android 
environments. In this way, there must be application programs (APP) in the libraries of these 
environments that connect to the SCADA server from an IP/Port. 

 It should support HTML5 screens and, to this screens, java script code behind. 

 It must support Remote Desktop Protocol (RDP). 

 It should have a powerful screen-editing tool that provides the client with dozens of already-made 
symbol libraries, as well as allowing the development of new libraries from existing libraries or by 
creating new symbols. 

 You should already have the following pre-ready reports for the electrical sector: (1) day events, (2) 
current alarms, (3) real-time and historical trend of any group of selected analog variables, (4) log 
with all the actions of the operators, (5) query event histories with different filters, (6) query tags that 
presents all data of selected tags. 

 It should allow the compilation of the customized project where all the alerts and parameterization 
errors are informed, generating cross-tables of all objects used, identifying their place of use 
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(screens, scripts, alarms, etc.), table of Objects used with frequency of use and table of declared and 
unused symbols. Each build receives an increasing number and the date and responsible user is 
indicated. 

 It must support execution in test mode where the historical files of the CLIENT are not changed.  

 The software must support the creation of user profiles with levels of access to each functionality of 
the software and the parameterized application. It should also support the maintenance of a user file 
that has these attributes among its attributes, allowing the deployment of security levels both during 
the application configuration and during its execution, in real time. In addition, the software should 
allow the tracking of user access at all levels. 

 It must allow, at project time, the import of information from other SCADA projects generated by the 
software (screens, templates, scripts, visualization objects, etc.), Excel tables associated with I/O 
points, OPC servers for the selection of tags and addresses, of tags available in SCL files based on 
the IEC61850 standard, of tags available in relays using the IEC61850 protocol. 

 The software must support at least the following electrical area protocols:  

 Client Protocols: DNP 3.0, IEC-60870-5-101, IEC-60870-5-104, IEC61850, Modbus (ASCII, RTU 
and TCP-IP), OPC HDA, OPC UA, OPC XML / DA, SNMP, ABNT 14522. 

 Server protocols: DNP 3.0, IEC-60870-5-104, Modbus (all types), OPC, ONS point grouping 2.7. 

3. License Configuration 

In Action₀NET there is the concept of SCADA servers and SCADA clients (viewers). The servers can be 
simple (single server) or hot-standby, when there are two servers in parallel being one main and the other 
standby. Clients automatically connect to the primary server and, in the absence of the primary server, 
they look for the standby server. Thus, in hot-standby environments the two servers must have identical 
licenses. 

Only SCADA servers require usage licenses and this license has six attributes, as shown in the figure 
below, that define its price. 

 

Figure 7 - Software License Options 

(1)  Number of Engineering Stations: this is the number of development applications that can, 
simultaneously, connect to the same SCADA server license. These applications run on the server 
or other networked or WEB computers to the server. A standard license already comes with an 
Engineering Station and the others must be requested. 
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(2)  Number of I/O Points (Communication Points): unlike other market SCADA software, Action₀NET 
is licensed by number of communication points and not by number of tags. As for the number of 
tags, (tag can be: an internal variable, a calculated point, an alarm, an I/O point, etc.) an 
Action₀NET license may have 10 x number of I/O points, If I have a license of 5,000 I/O points, I 
can have up to 50,000 tags. As an example, a newly deployed application has 8,950 tags and only 
3,850 I/O points. 

The Action₀NET licenses are available for the following I/O numbers: 300, 1500, 2500, 5000, 
15000, 50000, 100000 and unlimited. 

(3)  Communication Protocols: with the default version of Action₀NET, some communication 
protocols are already available, free of charge. Other protocols must be requested and have their 
price fixed depending on their complexity and the number of channels. 

The protocols available, free of charge are: Modbus TCP/IP and Modbus serial. 

The protocols used in the electric area have their price associated with the number of channels, 
with three price variations depending on the number of channels: [≤ 15], [> 15 and ≤ 50] and more 
than 50 channels. In this case the protocols are: DNP3.0 client, IEC-60870-5-104 client, IEC-
60870-5-101 client, IEC 61850 client, DNP3.0 server, IEC-60870-5-104 server, Grouping 2.7 ONS, 
SNMP and ABNT 14522. 

In addition to these protocols, Spin also has protocols used in the industrial area, which must be 
requested, if necessary such as Siemens S7, Micrologix, Contrologix, etc. 

(4)  (5) and (6) Number of View Clients: this is the number of viewers simultaneously accessing a 
SCADA server. These viewers can be of three types: Smart Clients, iOS and Read only. Depending 
on the type and quantity the price is changed. 

4. Solution Architecture 

4.1 Control Center 

Below is a typical Action₀NET architecture in a control center, in which two Hot-Standby servers 
communicate with IEDs and operating stations. The IEDs are all on one process bus and the operating 
stations are part of them in a controlled environment (militarized zone) and part of the company's intranet 
and controlled Ethernet. The engineering stations, in the design, are accessing a third server used for 
development and training, since it is not safe to develop on the production machines. In addition to these 
operating and engineering stations, there are dozens of other customers accessing the system via the 
Internet/Intranet (iOS, Rich Clients, RDP, and Read Only Clients). 
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Figure 8 - Typical architecture of a control center with a pair of SCADA servers 

4.2 Components Modules 

In the figure below, for the purpose of clarifying the organization of an Action₀NET server, a server running 
on a machine is shown. 

The figure shows six windows in which the first four (1, 2, 3 and 4) correspond to four rich clients running 
simultaneously on this machine. Each rich client can display a different screen from the controlled 
process. The window (5) corresponds to the TStartup process window, which shows that in this case, the 
eight components of the Action₀NET server are active on the machine: Alarms, Historians, Devices, 
Datasets, Scripts, Displays, Reports and OPCServer. 

 

Figure 9 - Processes associated with running a SCADA server 

Window (6) shows that there are eleven processes associated with the Action₀NET server running at the 
moment. Four of them (yellow bar) are associated with active rich clients, two of them (red bar) associated 
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with communication drivers (OPCServer and Modbus), two of them (green bar) referring to the Scripts and 
Datasets modules and the remaining two (without bar) refer to the Tstartup process, which manages the 
modules running, and to the Online Configuration process that updates, in real time, of changes made in 
the application editor (Studio). 

It should be noted that each process has an IP/Port number, that is, although they are processes 
associated with a server (main or reserve), they can run on the server machine or on any other machine 
within a TCP/IP network. With this, it is possible to distribute the server's processing among several 
machines, for example, in the case of communication with HMIs, one can distribute the processes that 
implement the HMI on other computers.  

5. SCADA Action₀NET General Presentation 

5.1 Accessing Action₀NET 

When the user sets the primary and backup server IPs, the system automatically creates the shortcuts 
to: 

(1) Startup: shortcut that triggers the Runtime of a pointed Action₀NET server. It is used to, for example, 
automatically activate the server when the machine boots. 

(2) RichClient: this shortcut triggers, on this machine, a Rich Client that will connect to the pointed 
SCADA server. A rich client requires the prior installation of SCADA. 

(3) Smart Client: this shortcut triggers on this machine a Smart Client that will connect to the appointed 
SCADA server. A Smart Client does not require any installation. 

(4) Web Client: this shortcut fires, in this machine, a Web Client that will connect to the appointed SCADA 
server. A Web Client runs inside the Browser and requires no installation. 

 

 

Figure 10 - Shortcuts and editor window automatically generated with shortcuts to an application 

http://action.net/
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Once Action₀NET (shortcut 1) is activated, a window is displayed where the user can choose the 
environment that will work, location, network or cloud (see figure 2) and the project in this environment, 
as shown in the figure below. 

 

 

Figure 11 - Existing projects in selected environment 

5.2 Engineering Tool 

When the user selects a project, the window shown in figure 12, which corresponds to the project editing 
environment, is opened. A user can open more than one project in parallel on their machine as well as 
copy objects from one project to another and vice versa. 

 

 

Figure 12 - Initial window of the editing environment for a project 

When you open the editing window of a project, the user can or cannot make changes based on his access 
profile. The key highlighted in red allows the user to enter their code and password and, depending on 
their access profile, may or may not make changes to the various functionalities of the application. 
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The left column has four major actions: 

 Edit: allows you to edit features of Tags, Security, Devices, Alarms, Datasets, Scripts, Displays and 
Reports. In the figure above, "tags" are selected and in the right column there are folders that detail 
the editing options associated with the tags. So, in the case, there are five folders associated with 
editing Tags: Objects, Templates, Assets, Historian and Historian tables. 

Through Edit it is possible, for example, in a monitoring application of a substation: 

o Create the templates of each bay type, create the bays associated with these templates, 
define the history tables and the conditions of recording variables in these tables. 

o Define users authorized to use this application with their access profiles and features 
associated with these profiles; 

o Define existing IEDs with their addresses, the communication protocols used by these IEDs, 
and the I/O points associated with these IEDs. 

o Define the types of Alarm associated with the tags and the conditions for these tags to enter 
and exit the alarm. 

o Define the databases where the alarm and historical tables will be. 

o Writing scripts associated with the beginning and end of the application, opening and closing 
screens, events associated with logical functions, etc. 

o Define screen format, headers and footers formats, tablet and smartphone windows, if 
screen is fixed size, proportionately adjustable, freely adjustable, etc. 

o Produce reports required by the application through the report editor.  

 

 

Figure 13- Window with example of an editing screen 

 Drawn: is the screen editor, shown in figure 13, which allows you to create graphical screens with 
scalable symbols, with state-of-the-art game resolution. These symbols can be pre-tested and 
associated with the templates of, for example, type bays. Simple symbols can be grouped together 
to form complex symbols with complex animation. The same screen that appears on a computer can 
appear on a tablet or smartphone.  
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Figure 14 - Window with example of a Run screen 

 Run: in this option it is possible to compile (build) a parameterized application, run it in Test or normal 
mode (Startup), publish the version by generating a version code (example 5.06) in a read-only file, 
check all the objects (UseCount) in the project with number of times each object was used, declared 
and unused objects, cross-reference table of used objects and place of use (screens, scripts, symbols, 
etc.). It is also possible to create dictionaries to develop applications located in different countries 
and dictionaries of variable values and texts associated with this value (open/closed, 
enabled/inhibited, etc.). 

Finally, even in the Run option, you can use the Extension library by importing data from other 
applications or sources into the project, at editing time. 

In Figure 14, the window shown is Startup and it defines the user and password to be used in the 
activation of the server, the location and port where it will be activated, the type of authentication 
required, the diagnostic tools that must be activated, as well as the component modules and whether 
or not the project should support online configuration. 

 

 

Figure 15 - Window with example of an Info screen 
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 Info: contains design information such as version, defined settings, defined hot-standby options 
(Figure 10), Tracking information such as existing tables with change dates, existing objects with 
change date, and user who made changes, generated releases by Build, annotations made by users 
when editing shared projects, online help, and license data.  

5.3 Screen Editing 

5.3.1 General 

One of Action₀NET’ s most powerful tools is drawing, used to develop graphic displays. Figure 16 shows 
a graphical screen editing window. There are three toolbars associated with the process: 

• Bar 1 (top horizontal): associated with creating, saving, viewing, deleting screens; 

• Bar 2 (Vertical Left): it has primitive objects such as line, point, circle, polygon, button, combo  box, 
checkbox, menu item, trend, alarm, data grid, web browser, report viewer, circular panel, XPS viewer, 
component External WPF, etc. The external WPF component allows you to import any component of 
the Dot NET framework. 

Among the primitive objects, two must be highlighted:  

  Open Symbol Library: SCADA already comes with dozens of already-made symbols libraries 
and the user can create new libraries that contain the entire culture of your company (breakers, 

transformers, meters, etc.). These objects with all associated commands can be grouped into objects 
such as line span, feeder span, single bar, double bar, bypass span, etc. See figure 4 above. 

 

Open symbol factory: SCADA already with a Dot NET library of industrial symbols called Symbol 
Factory. This library has about 3,600 objects grouped into symbol families, as shown above in 

figure 5. 

 Bar 3 (bottom horizontal): this bar provides the tools needed to manipulate the symbols within the 
graphical screens such as: screen zoom, dotted presentation, grouping/ungrouping objects, union, 
intersection, and exclusive or exclusion of figures, alignment of Symbols, move symbol forward or 
backward, change heights, adjust horizontal/vertical spacing of objects, horizontal/vertical rotation 
of objects, fix / drop object, make visible / invisible symbol. 

 Folders: there are three folders associated with the canvas. The first contains the screen itself with 
symbols, texts, etc. and associated animation rules. The second contains the scripts associated with 
the screen. And the third contains symbols available in the project, which can be copied and pasted 
onto the screens. 



SCADA Action₀NET General Presentation 

0060.01- Functional Specification 

Figure 16 - Graphic Screen Design Window 

5.3.2 Creating Screens 

For creating screens and windows, you can define various layouts by identifying headers, footers, scroll 
bars, etc. When creating a screen, one must associate it with a layout among those defined. There is also 
a standard menu where you define the dimension, what to do in case of resize, how to start the screen, 
etc. Below, in Figure 17, some of the settings windows of the screens and layouts are shown. 

 

Figure 17 - Settings windows for iOS screens, Rich Clients, and layouts 
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5.3.3 Animated Objects and Symbols 

Any display object (bar 2) can be drawn on the screen and be associated with a set of animations that will 
be relevant to this display object. In Figure 18, three red objects are placed in a red rectangle (ellipse, 
rectangle and radio button) and the animation window of the ellipse object is opened. 

 

 

Figure 18 - Three objects from bar 2, with an animation window of the Ellipse object 

Animation windows have variations depending on the type of object, but are very similar to each other. 
You select the animations that will be inferred to this object and parameterization is done. As animations 
you have dozens of possibilities ranging from opening a window or a screen with the mouse click on an 
object, until you make it change color, size, rotate, etc. Due to the change of a tag or an expression 
associated with several tags. 

These animation objects can be grouped together generating complex symbols like the one shown below 
in figure 19. 

 

Figure 19 - Aerogenerator symbol created from multiple objects and grouped 

As shown in Figures 4 and 5, SCADA comes with dozens of already-made symbols, arranged in libraries, 
oriented to different types of applications. Thus, for example, a distribution concessionaire can organize 
symbol libraries that contemplate their entire operation culture. 
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Figure 20 shows one bay model library and a feeder bay object (AN_AL) has been selected which already 
comprises a three-way by-pass feeder and a circuit breaker. 

 

 

Figure 20 - Symbol AN_AL - Standard feeder with by-pass 

All animations associated with each object are ready and tested, allowing you to configure a substation 
of this utility in a few minutes, with all alarms, events, history, etc. 

From the ready libraries it is possible, as shown in figure 19, to undo the symbol, change it and make a 
new symbol more suitable for another company. More than that, you can undo a symbol, change it, and 
redo it by automatically changing all the symbols on all the screens in the project. 

 

5.3.4 Lean Automation 

Using the features of Action₀NET and Spin's knowledge of power generation, transmission and 
distribution systems integration, a methodology called Lean Automation was created that allows the 
configuration of a substation application in a few minutes with very low possibility of error. 

The purpose of the methodology is to automate an application such as several substations with the 
following differentials: 

 Time: Minor ↓ (months are converted into weeks); 

 Cost: low ↓ (reduction of the staff, their specialization and the time of implementation, with their 
unfolding in expenses with tickets, car rental, hotel, meals, etc.); 

 Quality: high ↑ (methodology minimizes failures and guarantees quality and finishing); 

 Flexibility: High ↑ (from a solution you can get others, easily). 

 

The methodology is supported by the following five concepts and functionalities of Action₀NET: 

(1)  Template: you can create templates and template of templates in as many depth levels as you like. 
Thus, a template called AN_AL can be created that contemplates all the points of a feeder bay of a 
concessionaire, as shown in the figure below. 

https://www.youtube.com/watch?v=sZomummeQ6Q
https://www.youtube.com/watch?v=ALphwz1wBMI
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In this template, as can be seen, there are some 
tags as well as two sub-templates: 

- AN_AL_ANA: analog variables of feeder; 

- CLASS_TENS: bay level voltage class. 

At the object level, each feeder is created with type 
AN_AL. That is, as shown in Figure 20 nine feeders 
of the type AN_AL were created.  

(2)  Category: there are sixty-four properties, created at 
design time, associated with points in a template. 
Each property associates to the point a type of functionality. In this case, three types of property will 
be created: 

a. Alarm: sets the type of alarm associated with this point. If, for example, my application has ten 
different alarm types, 10 category properties will be consumed to represents the alarms; 

b. History: defines the conditions that cause the recording of the current state/value of the point in a 
history record. Again, as many properties will be consumed as are the historical recording conditions; 

c. Points in Devices: the user must manually create the channels and nodes of the Application, 
according to the characteristics of the protocols used. This parameterization should be done 
according to the IEDs with which the project will communicate. 

For each existing node, the system will automatically create a category with the prefix NODE_ 
followed by the node name. For example, if we have in a project two Nodes with the names: 
IEC8705104A and DNPSEL_MA the categories will be created: 

- NODE_IEC8705104A and 

- NODE_DNPSEL_MA 

These categories will consume 2 properties out of 64 available and should be assigned to all point 
tags that are handled by these communication nodes.  

(3)  Category to Template Association: as shown in the figure below, in the templates, double clicking on 
the column category of each point opens a window where all the categories created in this application 
are shown and the user associates one or more categories to each Point of the template. Thus, for 
each point its alarm type is defined, the condition for its recording in historical files and the 
information referring to the devices, nodes, type of point in the protocol and address 2 of the point 
(address 1 is associated with the device).  

Figure 21 - Template AN_AL 
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Figure 22 - Each template variable can be associated with one or more categories 

(4)   Linking the template name to the library symbol: Action₀NET has a functionality oriented to the 
development of the methodology that is: if a template has the name of a symbol from the symbol 
library, is created a link between them and the mapping of template variables is associated with 
symbol mapping.  

Thus, the feeders RIB_RIB02 to RIB_RIB11 are associated with the symbol AN_AL, which will adapt 
the name of each template variable, adding the prefix: 

RIB_RIBxx • <variable-template> 

When the user copies a line of these and paste on a screen, it is pasted to the figure associated with 
the feeder symbol, with the variables adjusted for the specific feeder. In this way, if the nine feeders 
are copied and pasted on one screen, the 
figures of nine feeders are pasted and each 
feeder is associated with a specific number 
[02, 03, 04, etc.] 

(5)  Extension Deploy: extensions are program 
libraries developed in the Dot NET 
environment that, at project time, allow you 
to import, export, and process data 
associated with an application. In the case of 
Deploy, when it is executed it scans the 
Tag/Object lines and, for each line that has 
objects to be exploded (associated category), it automatically generates the alarm tables, history 
and points of devices. After that, it deletes the categories associated with that line. This allows that 
in the future, when creating a new span, only it will be exploded, since the others do not have more 
associated categories. 

Figure 23 - Each feeder is associated with the template AN_AL 
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5.4 Scripts 

Action₀NET allows you to write scripts in C#, VB Dot NET or Java (HTML5 screens). All Scripts are 
compiled generating cross-reference tables with all the places where the objects were used. If an object 
has its name changed, it is automatically changed in all Scripts where it is used. 

Scripts can be debugged by using a dynamic debugger with all the functionality of a Dot NET debugger.  

 

 

Figure 24 - Scripting Development Windows 

Scripts can be written through Tasks (running processes), Classes (routines), and Expressions that 
correspond to lines of code. 

Each screen also has a Script window with empty routines that correspond to code that can be inserted 
depending on events associated with screens, such as screen opening, screen closing, mouse click, double 
mouse click, etc. 

Since scripts are compiled, at runtime they are 20 to 100 times faster than interpreted scripts. 

Scripts can be run in both the SCADA (master/slave) server environment and the user's HMI environment, 
such as rich/smart clients connected to a SCADA server. 

While writing a script, all objects in the project, such as Alarms, Devices, Displays, historian, tags, etc. 
Can be referenced and changed. To select the object, simply enter the letter "@" while writing the code 
and, through intelligence, the object is automatically presented to the designer as shown in figure 24. 
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5.5 Application Testing and Execution 

5.5.1 Debugging Tools and Runtime Modules 

 

Figure 25 - Run Window - Startup Folder 

  

During project editing it is possible to execute it through two different windows: Test and Startup. Both 
are similar and the difference is that in Test mode the Historian and Alarms recording functions are 
directed to use temporary files instead of those defined in the database of the final project in production. 

In these windows the user can define: 

 The diagnostic tools you want to enable in conjunction with the Runtime (Run-time Diagnostics 
Tools): 

o Information: shows a window with project data; 

o Watch: opens a window where you can simulate the state/value of variables and their 
properties; 

o Trace: this tool allows debugging routines associated with the various modules of the 
ActionₒNET program. For example, if you have developed several scripting codes 
associated with a command window, you can define that the Display module (responsible 
for displaying the application screens) is tracked and, within the scripts code, you can 
place Commands that include information in the trace window; 

 What Runtime Modules you want to activate (Run Modules): for example, if you want to test screens 
and the functionality of screen navigation, simply activate the display modules and scripts. 

Once the application is activated, the window shown in figure 3 is displayed, with the status of all the 
application modules: 
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Figure 26 - Module Status 

So, for example, if the user makes a change in the Devices module, which deals with communication with 
IEDs, it is enough to stop the module and after it reactivates it. 

If when activating the application the designer did not activate the Watch or Trace, simply press the 
buttons above Watch and Trace to start them. 

5.5.2 Using Watch 

When enabled, this module comes with all empty fields. To insert objects in each of their tabs, simply 
type the letter associated with the object (for example, tag) that through the property of "intelligence" 
(smart code) are shown the possible objects associated with that letter, as shown in the figures below: 

 

                      Figure 27 - Watch Window - Objects that can be monitored 

 

 

                                    Figure 28 - Watch Window - Tag Object 

Through the Watch the user can test all the alarms, animations programmed in screens, proper 
functioning of Scripts, etc. 

In each of the tabs [List1 to List4] can be included dozens of variables associated with spans and all 
boundary conditions can be tested.  

When typing <t> 
several objects are 
shown that can be 
monitored, where 
gray <Tag> is 
highlighted, the first 
object that matches 
the <t> letter 
appears. 

The name <tag.A1.> 
has been entered via 
"Intelligence" and when 
inserting a point after 
the A1 (feeder 1) all 
points of this feeder are 
displayed. 
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                        Figure 29 - Watch Window - properties of the object tag 

When the application is closed, the tabs of the watch window are maintained so that when restarting the 
application, all objects placed are kept, that is, if each tab was inserted 20 objects, they will remain when 
the application is reactivated. 

A faster way to include points in a tab is to import them from an Excel spreadsheet. The example shown 
in the figure below shows an Excel spreadsheet generated from the Feeder template, where the <Tag.A1> 
prefix and the Header of the columns: Object/Value were added. After generating this spreadsheet, with 
all of the Feeder 1 tags, just copy the columns to gray and paste them into one of the Watch tool tabs. 

 

 

 

 

 

 

 

5.5.3 Using Trace 

Trace, as mentioned above, allows you to track ActionₒNET modules. 

When activated, as shown in figure 31, a window is opened for the application designer to select the 
debugging options. The <Settings> button opens a second window with the possible options. 

 

The <Tag.A1.DJ52.> 
point has been selected 
and when the point 
after the number 52 is 
entered all properties 
associated with this 
point are displayed. In 
this way, you can select 
only the properties that 
you want to debug in a 
point grouping. 

 

       Figure 30 - Watch Window - Importing from Excel 
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Figure 31 - Trace Window 

 

 
Once the options are set, the user of the application designer closes this window (Close) and it will be 
associated with this project whenever it is activated. 
 
The buttons in the trace window are: 
 Settings: opens the window with debug options; 
 Clear: clears all lines in this window; 
 Pause: stops inserting rows in the worksheet, depending on the execution of the application; 
 Export: Saves the data to an XML worksheet; 
 Close: Closes the trace window. 

6. Integrations with Third Party Solutions 

6.1 ActionWise – SCADA/ADMS 

Spin, in partnership with Sinapsis Innovation in Energy, 
created ActionWise which is a SCADA/ADMS with 
functions of: topological processor, state estimator, 
power flow, contingency analysis, self-healing, 
selective rejection of loads, etc. 

The first two ActionWise licenses (see it running in 
youtube), with the self-healing function, are in the 
Neoenergia group. 

A Pilot application from ActionWise, with the Self-
Healing ADMS function, is presented in the picture 
below. In it is shown that a fault occurred in part 1 
(symbol of the radius identifying the fault) and the 
system acted by opening the recloser RA976384. With 
the occurrence of the fault ActionWise sent messages 

Figure 32 - ActionWise integrated with the Client 
process or SCADA 

https://www.youtube.com/watch?v=o-g_JdtUUHI&feature=youtu.be
https://www.youtube.com/watch?v=o-g_JdtUUHI&feature=youtu.be
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to the ADMS module that performed the topological processor, state estimation, contingency analysis, 
and self-healing ordering the execution of three maneuvers to restore the maximum possible loads. The 
changed keys are surrounded with a dashed yellow line. 

 

 

Figure 33 - Self-healing – Fault on Line Sector 

ActionWise (Integration of the SCADA ActionₒNET module with the ADMS Wise module) shows the 
executed commands in a window. If the self-healing function is in manual mode, in the event of a fault, 
the system suggests the commands to the operator, which must press the execute button. 

When running in simulation mode, ActionWise cuts off communication with the field and a simulator loads 
the system into the normal load situation for a given period and the user can simulate the faults by 
checking the response of the self-healing module. 

6.2 OMS Solution - ActionₒOMS 

Action₀OMS (Outage Management System) connects to ActionₒNET, in real time, allowing Distribution 
Control Center operators, using a geographic platform, to monitor the primary and secondary power 
system and perform maneuvers in response to outage events power. 

Automatically, all the events associated to failure and energy reconstitution with opening and closing of 
affected equipment are recorded, and the quality of service indicators required by the regulatory agencies 
are generated. 

On a georeferenced database, which represents the current or historical state of the distribution system, 
maneuvers, transfer and reconstitution of loads at all voltage levels can be simulated. These procedures 
are performed respecting the topology of the electrical network. 

Due to the existence of a complete model of the electrical system topology, the module has a fault locator 
that determines the location of the interruption creating a "predictive" event. Each phone call, reporting a 
failure, is automatically associated with existing events or is used to set up a new event. As soon as a 
set of information determines that, in fact, there is a new event, it is recorded in the system. 

By integrating SCADA real-time data (equipment status and value of electrical measurements) with the 
OMS module, a real-time update of existing states and measurements in the distribution network and the 



Integrations with Third Party Solutions 

26   0060.01 Functional Specification 

possibility of performing simulated maneuvers on Non-remote control equipment and controls on remote 
control equipment. 

 

 

Figure 34 - Action.OMS - Platform presented to the operator 

6.3 Manager Dashboard Solution 

In order to provide the ActionₒNET solution with BI (Business Intelligence) reports, Spin integrated its 
Tableau solution, which is the most modern BI tool on the market. Through this tool it is possible to 
elaborate complex reports in a few hours and make them available on web servers accessible by any 
mobile device. 

The figure below shows an example report generated by this tool. 

 

Figure 35 - Direction of Wind x Generated Power (comparison between months) 



Conclusions 

0060.01- Functional Specification 

7. Conclusions 

ActionₒNET is the most modern SCADA in Brazil, and offers complete options for electric generation, 
transmission and distribution systems. 

The solution is consolidated operating in hydroelectric and wind power plants, generation, transmission 
and distribution substations, as well as in electrical systems control centers. 

Below, to conclude, some screens of applications deployed with ActionₒNET are shown. 

 

Figure 36 – Screen of a Control Center of 4 Hydroelectric and 4 Winds Farms 

 

Figure 37 - Transmission substation - in this case the four screens on the same monitor <mosaic>. 
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Figure 38 - Control of a Power Plant 

 

Figure 39 - Power Plant Substation 
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Figure 40 - Wind Turbine Active Power Curve 

 

 

 

Figure 41 – Aero generator of a Wind Farm 


